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CIDPRO®

VALIDATE SKILLS AND EXPERIENCE WITHIN THE IAM INDUSTRY

LEARN MORE

Unlock your |IAM Future with IDPro Membership

Welcome to IDPro, the membership organization that empowers you to uplevel your IAM expertise — for yourself and

your teams. IDPro offers vendor-neutral education, CIDPRO® certification, and a professional community that helps Learn about CIDPRO
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EXPERT USED CHATGPT-40 TO CREATE A
REPLICA OF HIS PASSPORT IN JUST 5

MINUTES BYPASSING KYC

& Pierluigi Paganini  (® April 06, 2025
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A researcher used ChatGPT-40 to create a
replica of his passport in just five minutes,
realistic enough to deceive most automated

KYC systems.

https://securityaffairs.com/ 76224 /security/chatgpt-40-to-create-a-replica-of-his-passport-in-just-five-minutes.html 83
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ISO/IEC 24760-1:2019 # 53| F

3.1

« 3.1.1 entity *

* item relevant for the purpose of operation of a :
domain (3.2.3) that has recognizably distinct
existence

* Note | to entry: An entity can have a physical ora
logical embodiment.

« EXAMPLE:A FE|)e.rson, an organization, a device, a
roup of such items, a human subscriber to a
felecom service, a SIM card, a passport, a network
interface card, a software application, a service or
a website.

( 3.1.2 identity / partial identity
. ?STIOfI ;Jﬁribu‘res (3.1.3) related to an entity

General terms .

\ .

* Note | to entry: An entity can have more than one
identity.

* Note 2 to entry: Several entities can have the same
identity.

* Note 3 to entry: ITU-T X1252[ | 3] specifies the
distinguishing use of an identity. In this document,
the term identifier implies this aspect.

J

© 2025 HAYASHI, Tatsuya

3.1.3 attribute

characteristic or property of an entity (3.1.1)

EXAMPLE:An entity type, address information,
telephone number, a privilege, a MAC address, a
domain name are possible attributes.

3.1.4 identifier

attribute or set of attributes (3.1.3) that uniquely
%gozro:gc)’rerlzes an identity (3.1.2) in a domain

Note | to entry: An identifier can be a specifically
created attribute with a value assigned to be
unique within the domain.

EXAMPLE:A name of a club with a club-
membership number, a health insurance card
number together with a name of the insurance
company, dn email address, or a Universal Unique
Identifier (UUID) can all be used as identifiers. In
a voter s register, the combination of attributes
name, address and date of birth is sufficient to
unamblguously distinguish a vofter.
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ISO/IEC 24760-1:2019(Google®H:R)

3.1 —fRXFAzE « 3.1.3BM
e« 3.1l T>FT45+4 e I>T474 (3.1. I)m¢#|¢if—ti7m/\—;4
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ISOIZHITSidentityD EH(ER) 2B X

c VAT T 474 . identity
« I T4T1IEETIEHENE S - set of attributes related to an
entity
e TN)DFE | T4 T1I3 E « Note | to entry: An entity can
BDTAToTATAZRDZLHNT have more than one idenftity.
337, . - _ * Note 2 to entry: Several
« IN)DERE 2: BEDOIT T4 entities can have the same
TAVRCTAT o TATAHFO2L identity.
HCE 3}3 . « Note 3 to entry: ITU-T
« TR)DFERE 3: ITU-T X1252[ | 3] specifies the
XI252[ |3 I\ TAT>TA4T714D .dIS'l'In.?UIShIn _use of an
X B Y72 & K %%%*L’(k\iﬁ‘o;m |den’r|.O?/. In this document, the
FFaA R A TV A term identifier implies this
COflmEERLET, aspect.
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ISOIZHITSidentityD EH(ER) 2B X

« TAT T AT 4 * identity
c I TA4TAIEETELIREHENES « set of attributes related to an
entity

. %{g)l\l{(@j‘iga | h’rry: An ec?’ri’r .Tcan
)’ T A . — .— .r—gg-s an one idenTity.
ii_?:'o)o)“ N WI/T’fT’flﬁlng]E_d—é ;r]ry: Sfeﬁ/erol
e« T JEED & ’ _ ave the same
TANELTA7 BEDODES]=
YT o -, = = try: ITU-T
o ilyzgl)zmls%gati:a |T7’r7'./7"f7"f.ﬂ spécifie? the
use of an
X 7 &89 Mi% R this document, the
oA T, 3 ' H ea le rm 1dentitier implies this
CHORBmEES%RLET, aspect
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ISOIZHITSidentityD EH(ER) 2B X

« TAT T AT 4 * identity
c I TA4TAIEETELIREHENES « set of attributes related to an
entity

e TN)DEET | ry: An entity can
BOT7AT T4 an one idenftity.
TET, ry: Several

° _"E_‘/blx\\l)—OE;%l‘-iF‘_Z . . ave The same
TR LTAT DERCHRIUTIL -

. )%l‘/ZI\S')ZO)l‘}iS%E,LiZ% pecifie? the

g use of an
X 7 &89 Mﬁ‘;% R is document, the
oA T, 5 2r implies this
CHOfAlmErERLIT, aspect.
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OECD Recommendation of the Council on
the Governance of Digital Identity(2023)

OECD.org Data Publications OECD Legal Instruments More sites = Mews Job vscancies N r?:/“g}b?{?‘/%{%{mﬂ\‘/ QT)ZL:@?%EE%%@%J (1&§R)
@” OECD Legal Instruments ~ogin « https://legalinstruments.oecd.org/en/instruments/OECD-

LEGAL-049 |
« https://www.sakimura.org/2023/06/5324/ (B AZEIRRE)

Home About Fulllist Advanced search Adherences Key figures ;D

OECD/LEGAL/0491 n . . . . .
Adopted an: Recommendation of the Council on the Governance of Digital . DIgITOl IdenTITy refers to a set of eleCTrOHICO”y ca pTU red
Identity and stored attributes and/or credentials that can be used
- Recommansation € Gavarnance Sciancs and Tecnnsios) to prove a feature, quality, characteristic, or assertion
Text

about a user, and, when required, support the unique
identification of that user;"

o TIIINTAToTATALIE, 2 —H— T8 . 5K, 37~
tiz?&% IR T A DIER TS, SBERIFGEIIZTND2—H—D—
Nﬂ)a‘é‘k?']%ﬂ?]'\ FF A2 TES. EFVIHIERLUREIN

Background information
Related document(s)
Committee(s)
Date(s)/Reference(s)

Related instrument(s)

—EOBMELV FIIILT oI vILERET;
« "XI.INVITES Adherents to disseminate this
Recommendation at all levels of government.”

RECOGNISING thst e=ffectn

T e XLRARICKH L ZOBEFBUROHLDELNLTERIES2Y
::::—::::.ﬂ::;: ne, by siding an optional slternative to physicsl credentisls ss part of a sesmless . %% —d—%

RECOGNISING that the governance, design and implementation of digital identity systems should be rocted in

e s ernee e "XTILINSTRUCTS the Public Governance Committee to:"

o XIL/XTYY I - ANRNF U RBEBERIRNDEEEIETTS:
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Human-Centric Digital Identity

a Primer for Government Officials
Human-Centric Digital Identity:

for Government Officials

« Announcing the “Human-Centric Digital
Identity: for Government Officials” Final
- | Whitepaper

* https://openid.net/human-centric-
digital-identity-whitepaper/

* https://openid.net/wp-
content/uploads/2023/10/Human-

Garber, E. and Haine, M. (eds) “Human-Centric Digital Identity: for Government Officials

OpenlD Foundation, (September 25, 2023) C e n -I- ri C D i g iTO I Id e n 1- i Ty Fi n O | -
Date Revision V I o I ° p df

October 13, 2023 V1.1 includes additional co-brand partners and MyData Global added to

fprsis * "Paradigm 5: The Emerging Wallet-Based
' Paradigm”

September 18, 2023 Public comments addressed and accepted. Pre-editorial. Graphics and tables
will be formatted.

July 07, 2023 Publication of Public Comment draft

April 14, 2023 Expert Review
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NIST IAM Roadmap draft

Strategic Objectives and Activities

Strategic Objectives reflect NIST’s priorities and define specific areas of focus. They address the
drivers previously defined in this document and provide a means to evaluate our work for
alignment with national and organizational goals.

Accelerate Implementation and Adoption of Mobile Driver’s Licenses (mDL) and
User Controlled Digital Credentials

Advance international standards, implementation guidance, and interoperability efforts to
promote increased and accelerated adoption of mDL and other forms of interoperable digital
credentials. Initial efforts will focus on advancing mDL in line with the National Cybersecurity
Strategy, but will progress to evaluation and integration of other standards-based credentials
(such as verifiable credentials) into an interoperable wallet.

Develop Privacy and Security Considerations for Execute NCCoE Project — Accelerating adoption of
mDL Implementation Mobile Driver’s License Technology

Contribute to ISO/IEC 18013-5, mDL Reference Execute NCCoE Project — Implementing Multiple
Implementation Interoperable Credential Types

Contribute to 1ISO/IEC 23220 Building Blocks for Develop Draft Guidance for use of Digital Wallets
Identity Management via Mobile Devices and Portable Digital Credentials

Contribute to ISO/IEC 18013-7, mDL for
Unattended Use Cases

98



Digital Identity Wallet

db6 82
Sp=v e
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Digital Identity Wallet...?
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Digital Identity Wallet...?
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