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* Gov. policy, National CSIRT, LEA, and industry CSIRT.




BE({&$E: AFRICA IS OUR MATTER?




Security is our #1 priority

* Information systems are also “business enabler” for
criminals.

— Information systems are adding power for criminals in many
ways, such as APT and attacks using cloud computing.

— Global collaboration for making malwares, composing attacks
and getting SSS.

 We have to change this game!
— Good scheme to strengthen information security management.
— More efficient measures against criminals.

— Need changes on the structure.
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BOTnet attacks to KR and US in July 2009

|

Ref: http://blog.bkis.com/en/
korea-and-us-ddos-attacks-the-

[ DDoS attacks

attacking-source-located-in-
united-kingdom/

/ 170K BOT nodes in 74 \

countries.

1 Korea
2 USA

8 Controllers

3 China

4)
around the world. apan

5 Canada

6 Australia

7 Philippine

8 New Zealand
9 UK

10 Vietnam
\ (top 10 countries) /

[Attacker in UK




Cloud computing is much better than BOTnet!

BOTnet Cloud Computing

e Rental cost 1] e Rental cost2
About 120 USD

: * Legal to use
* lllegal to use this. 5

* Anyone can borrow this.

Purchased system profile : per 1000 instances and 1 hour

[1] http://www.gdata.co.jp/press/WP_UndergroundEconomy.pdf
[2] http://aws.amazon.com/jp/ec2/




Password Crack on Cloud Computing

* The case using Amazon EC2

Target Cost (USD)
Only alphabets 8 char password 3
Alphabets + number 8 char password 45
Only alphabets 12 char password 1,529,310
Alphabets + number 12 char password 75,935,598

Ref: Electric Alchemy Inc.
http://itpro.nikkeibp.co.jp/article/COLUMN/20100412/346976/
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Scalable, Sustainable and Resilient Management

| 7

Course of # of components to be managed.
collapse

Acceptable?
e.g. O(n)=log

/ ideal

-

(initial cost)

Overhead of management

>
Evolution of Information Systems




ICT Ranking

The Networked Readiness Index 2010-2011

Country/ Rank within
Economy Rank Score income group*
Sweden 1 5.60 HI 1
Singapore 2 5.59 HI 2
Finland 3 5.43 HI 3
Switzerland 4 5.33 HI 4
United States 5 5.33 HI 5
Taiwan, China 6 5.30 HI 6
Denmark 7 5.29 HI 7
Canada 8 5.21 HI 8
Norway 9 5.21 HI 9
Korea, Rep. 10 5.19 HI 10
Netherlands 1 5.19 HI 1
Hong Kong SAR 12 5.19 HI 12
Germany 13 5.14 HI 13
Luxembourg 14 5.14 HI 14
United Kingdom 15 5.12 HI 15
Iceland 16 5.07 HI 16
Australia 17 5.06 HI 17
New Zealand 18 5.03 HI 18
Japan 19 4.95 HI 19
France 20 4.92 HI 20
Austria 21 4.90 HI 21
Israel 22 481 HI 22

S R

13

T

Cdte d'lvoire 3.20 LM 26
Benin 114 3.20 LO 10
Bangladesh 115 3.19 LO 1
Kyrgyz Republic 116 3.18 LO 12
Algeria 117 3.17 UM 31
nia 118 3.16 LO 13
Venezuela 119 3.16 UM 32
Mali 120 314 LO 14
Lesatho 121 3.14 LM 27
Burkina Faso 122 3.09 L0 15
Ethiopia 123 3.08 LO 16
Syria 124 3.06 LM 28
Cameroon 125 3.04 LM 29
Libya 126 3.03 UM 33
Paraguay 127 3.00 LM 30
Nicaragua 128 2.99 LM 3
Madagascar 129 2.98 LO 17
Mauritania 130 2.98 LO 18
Nepal 131 297 LO 19
Zimbabwe 132 2.93 LO 20
Angola 133 2.93 LM 32
Swaziland 134 2.91 LM 33
Bolivia 135 2.89 LM 34
Timor-Leste 136 2.72 LM 35
Burundi 137 267 LO 21
% 138 2.59 LO 22
Y

Source: The Networked Readiness Index 2010-2011 by World Economic Forum




Regional & International CERT/CSIRT
Community




Security Issues

* Fraud
— Spam and Phishing in Western Africa

— Advance-fee fraud(also called the Nigerian scam, Nigerian
bank scam, Nigerian letter)

 Bots

— The top five international cities with the highest zombie
population (2010/10) :

1. Johannesburg, South Africa
2. Cape Town, South Africa

3. Lisbon, Portugal

4. New Delhi, India

5. Bangalore, India

— (Source: A Zombie Invasion

http://blogs.mcafee.com/consumer/family-safety/a-zombie-
invasion)
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HOW CAN WE DEAL WITH GLOBAL CLOUD
REALITY?
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Key Elements

* Virtualization ({R 281k £ 1ifT)
— Optimization of resource usage
— From exclusive assignment to shared assignment

* Off-site processing / storage (RN D EH1L)

— Professional management
— On time basis of resource assignment

— Robust & Resilient system operation are in the hand of
operators.

 Open Innovation (AF—27 2 14%)
— Mainly by industries.
— Less risk of “discontinue” incident.
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Components in Information System

Application Services

Core Services v /

Service dependency

Service-to-machine mapping

Virtual machine

Physical machine ”
/ machine-to-network mapping
- v -

i V

Machine dependency

Virtual network

v :
P y

Network dependency

Physical network ;
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Our storages
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Our management

Our Customers
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WHAT CAN HELP US?
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Minimum three players, but not enough.

Government
Policy &
GovCERT

CERT for
public
services

Law
Enforcement




Four groups of CSIRT

Government Policy
& GovCERT

Law

Industry CSIRT Enforcement

CERT for public
services




Main Operations of National POC CSIRTs

APCERT

*Incident Handling Coordination

Other International *Vulnerability Handling _
CSIRT Communities - Artifact Handling Information Overseas CSIRT

*Publishing Alerts K Gathering

Information Sharing

[Aformation Sharing National Powlaiyﬂ?
CSIRT

naring

Overseas

Government

*Incident Handling Coordination

*Vulnerability Handling Wt’nariny
= Artifact Handling a

*Publishing Security Alerts LE
*Education, Training
*Develop Security Tools
*Monitoring
Industrial Entitiy *Detect Invasions
*Providing Security Information
*Information Analysis, etc.

Organizational
CSIRT

User
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Components required for Cyber Security
Coordination.

Trust

FE—— relationship

Communication
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FIRST Participating Teams

(20 Teams from Japan)

FIRST Teams around the world

By countries By team name 249 Teams across 52 countries

Copyright © by FIRST.org, Inc.
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The infection rate in Japan (0.44%) is consistently lower than the world average (0.96%).

Malware Infection

Rates (%o)

. ‘

Malware Infection Rates by Countries/Regions

\
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- \
L
' Microsoft Malwase Protection Conter
http:// www. mirosoft com/security/ports
]

Period: January to June 2010

From Microsoft Security Intelligence Report Volume 9
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Economics of Cyber Crimes, Today

1

Risk Effort Reward
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Economics of Cyber Crimes, Tomorrow

I

Risk Effort Reward
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