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1. API 512t (IN, OUT, INOUT) B LU RYE

BOOL WINAPI ReadFile(

_in HANDLE hFile,
__out LPVOID |pBuffer,
__in DWORD nNumberOfBytesToRead,

__out_opt LPDWORD |pNumberOfBytesRead,
__inout_opt LPOVERLAPPED IpOver lapped
)i
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1. API 512t (IN, OUT, INOUT) B LU RYE

BOOL WINAPI ReadFile(

_in HANDLE hFile,
__out LPVOID |pBuffer,
__in DWORD nNumberOfBytesToRead,

__out_opt LPDWORD |pNumberOfBytesRead,
__inout_opt LPOVERLAPPED IpOver lapped
)i

call to kernel32.dlI!ReadFile(
=T Arg 1 : 00000064 = File : ¥Device¥HarddiskVolumel¥WINDOWS¥ (.. .) ,
—=> Arg 3 : 00000800 (2048)

)
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1. API 512t (IN, OUT, INOUT) B LU RYE

— | BOOL WINAPI ReadFile(

_in HANDLE hFile,
__out LPVOID |pBuffer,
__in DWORD nNumberOfBytesToRead,

__out_opt LPDWORD |pNumberOfBytesRead,
__inout_opt LPOVERLAPPED IpOver lapped

)

call to kernel32.dlI!ReadFile(
Arg 1 : 00000064 = File : ¥Device¥HarddiskVolumel¥WINDOWS¥(...) ,
Arg 3 : 00000800 (2048)

)

returned from kernel32.dl|!ReadFile(
e Arg 2 : 0012F184 — 0012F983 is dumped as ¥(...)¥(...)ReadFile Arg02.bin
=> | ) => 00000001 (1)
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(with IDA Pro)
00381416 push  eax
00381417 call  ds:off_383028

00381417 7 [1441(15176°2)-> advapi32_CreateServiceA
0038141D mov esi, eax

0038141F cmp esi, ebx
00381421 jnz short loc_38144D i
00381421 5 [144]1(15176°3)-> loc_38144D

11

BN

0x003813DF

00381423 call
00381428 cmp
0038142E jnz

ds:ofT_383090
eax, 431h
short loc_381442

0x00381843

00381430 push edi

00381431 push ekp

00381432 push [esp+1Ch+var_4]
00381436 call ds:off_383024
0036143C mov esi, eax
0038143E cmp esi, ebx
00381440 jnz short loc_38144D

0x00381481

-

vy

1038144

00381440 loc_38144D:

00381440 push ebx

0038144E push ebx

0038144F push esi

00381450 call ds:off_383038

00381450 i [1441(15176°4)-> advapi32_StartServiceA

eax, eax
00381458 jnz short 10c_381467 ;
00381458 5 [144](15176°S)-> loc_381467

=i

O—I)LYS57

(made with Graphviz)
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0x003813DF

0x00381843

0x00381481
/ 15180 <

00381416 push
00381417 call
00381417
00381410 mov
0038141F cmp
00381421 jnz
00381421

2ax
ds:0ff_383028

esi, eax
esi, ebx
short loc_38144D i

7 [144](15176°3)-> 10c.38144D

7 [1441(15176°2)-> advapi32_CreateServiceA
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(with IDA Pro)

BN

00381423 call
00381428 cmp
0038142E jnz

ds:ofT_383090
eax, 431h
short loc_381442

O—I)LYS57

(made with Graphviz)

00381430 push edi
00381431 push ekp

00381432 push [esp+1Ch+var_4]
00381436 call ds:off_383024
0036143C mov esi, eax
0038143E cmp esi, ebx
00381440 jnz short loc_38144D

vy

00381440 push
0038144E push
0038144F push
00381450 call
00381450

1035144
00381440 loc_38144D:

ebx
ebx

esi
ds:off_383038
5 [144](15176°4)-> advapi32_StartServiceA

eax, eax
short 10c_381467 ;
5 [144](15176°S)-> loc_381467

=i
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2. aA—ILTS5D
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0x003813DF

0x00381843

0x00381481
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(made with Graphviz)

00381416 push
00381417 call
00381417
00381410 mov
0038141F cmp
00381421 jnz
00381421

2ax
ds:0ff_383028

esi, eax

, ebx
rt loc_38144D

7 [144](15176°3)-> 10c.38144D

7 [1441(15176°2)-> advapi32_CreateServiceA
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(with IDA Pro)

|

BN

00381423 call
00381428 cmp
0038142E jnz

ds:ofT_383090
eax, 431h
short loc_381442

00381430 push edi
00381431 push ekp

00381432 push [esp+1Ch+var_4]
00381436 call ds:off_383024
0036143C mov esi, eax
0038143E cmp esi, ebx
00381440 jnz short loc_38144D

vy

00381440 push
0038144E push
0038144F push
00381450 call
00381450

1035144
00381440 loc_38144D:

ebx
ebx

esi
ds:off_383038
5 [144](15176°4)-> advapi32_StartServiceA

eax, eax
short 10c_381467 ;
5 [144](15176°S)-> loc_381467

=i
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00381416 push
00381417 call
00381417
00381410 mov
0038141F cmp
00381421 jnz
00381421

2ax
ds:0ff_383028

esi, eax
esi, ebx
short loc_38144D i

7 [1441(15176°2)-> advapi32_CreateServiceA

7 [144](15176°3)-> 10c.38144D
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(with IDA Pro)

11

BN

0x003813DF 00381423 cal
S 00381429 cmp
0038142E jnz

ds:ofT_383090
eax, 431h
short loc_381442

0x00381843

0x00381481

-

O—I)LYS57

(made with Graphviz)

EA N L
00381430 push edi
00381431 push ekp
00381432 push [esp+1Ch+var_4]
00381436 call ds:off_383024
0036143C mov esi, eax
0038143E cmp esi, ebx
00381440 jnz short loc_38144D
I 14
BN

00381440 push
0038144E push
0038144F push
00381450 call
00381450

1036142
00381440 loc_

38144D:
ebx
ebx

esi
ds:off_383038
5 [144](15176°4)-> advapi32_StartServiceA

eax, eax
short 10c_381467 ;
5 [144](15176°S)-> loc_381467

=i
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Stealth Breakpoints
http://www.acsac.org/2005/abstracts/72.html
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malware.exe
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