NLAF—2320 T X A—LY
B A TSE
~ B NS DIEFE~

NTTT —ZEinik ik =4t
it {8k




16l YA /N\—JRIZBETHRELROIL

st #sA (DL DAV A)
AIREEN, KRB,

& it{#5A (irns} oaiyngou)
ntsuji

2= Pl TRIELTWhWETD, 1 Al S F&E
DIEFERELTWEY, @TeeFallss -¥—9F+1
F=42 1 = ) = Tedh | +

RAMZEL{TER, EET =LA 105 H.,
EEDEFIIRRFDAL,
IDS. /\=7R, AL IvIizELBE T,



16l YA /N\—JRIZBETHRELROIL

http / / bit. Iy/ 4mZZxF

O Feravrotiorssmal o ||

http://bit.ly/2xFga




16l YA /N\—JRIZBETHRELROIL

=

T, #MEENBAR
Ri% |
Metasploit

N —232F AMC KD IR 4T




16l YA /N\—JRIZBETHRELROIL

0x01. ES DX 1T RIB
0x02. FHELNVSEZR A

0x03. RRFLDIRIFZH S
0x04. @Y EAYZ R B 5% %K
0x05. =LV




16l YA /N\—JRIZBETHRELROIL

0x01. ES DX T+ FRIB




16l YA /N\—JRIZBETHRELROIL

Mirror saved on: 2012-05-01 07:25:34
Notified by: LatinHackTeam Domain: http://mastarpi.nict.go. lPaddruss 133.243.237.74 *®
System: Linux Web server: Apache Notifler stats

THIS MIRROR IS ONHOLD AND HAS NOT BEEN VERIFIED YET. FAKE DEFACEMENTS WILL BE DEI.ETEDWHEN REVIEWED BY OUR STAFF.

This is a CACHE (mirror) page of the site when it was saved by our robot on 2012-05-01 07:25:34

LatinHackTeam Ownz

we are: infEkt - Adminp4nic - eCORE

Againts governments corruptions 11
your security.. get down

pllow us @LatinHackTeam @infektl

Land of liberty, home of the brave..

1
X

.......

N‘F!I 18

i-,E ilﬁl.l !
IlI!.VA :

WEwrwy
i

.
A



x~ BESHLLY,
H&HEBTRTAELELD,




16l YA /N\—JRIZBETHRELROIL

2 C M & https://mm = -

B(|I|U|SE| |=|l=lElE€| 2(C| &

i L Wl L Ese LI:I.IH'.'.:I..:} dlz VLI LW Aeda I‘ulubb'ﬂlkﬂ'ﬂLlllelluj LALIL UIII:’I’ LI FZ L e WL
.I} 3 - (- o o NN ] - ML L L i a1 & I
IT! ;) A small

=

EEEEEE _ - - . .. @v.cl

sl
o

L=

—

http://pastebin.coma/la—J1Nl <-—- Nessus scan

= L P

4operationg|  http://pastebin.com/ =me® & <-— Spanish web sites Sqli

in

- o

NN NN EE S Egov.cl

g ) ] L L L d g L ) r~a
4 I :

(=]

http://pastebin.comg/fl__ BT <-- Nessus scan

http://pastebin.com!/ J_._':— Spanish web sites Sqli

Il EE aE g

o
" & ®# ®# ® @& ® ® ® & & & & 8 8 @ @& ®@®

http://pastebin. coml s <— Nessus Scan




16l YA /N\—JRIZBETHRELROIL

= BN omo.cl Nessus scan:

The following pluginm IDs have problems associated with them. Select the ID to review more detal

Plugin id®arrow & of issuesarrow Plugin namearrow Severityarrow
a7raz 1 Apache HTTP Server httpOnly Cookie Information Disclosure Medium Severity
problem(s) found
18342 1 Web Server robots.txt Information Disclosure Low Severity problem({s) foumd
11419 1 wWeb Server Office File Inventory Low Severity problem(s) found
11832 1 Web Server Directory Enumeration Low Severity problem(s) found

11@32 1 Web Server Directory Enumeration Low Severity problem{s) found

@662 1 Web mirroring Low Severity problem(s) found

1@8287 1 Tracerpute Information Low Severity problem{s) found

25220 1 TCR/IP Timestamps Supported Low Severity problem(s) found

22064 1 Service Detection Low Severity problem{s) found

11936 1 05 Identification Low Severity problem{s) found

19586 1 Messus Scan Information Low Severity problem{s) found

24268 1 HyperText Transfer Protocol (HTTP) Information Low Severity problem{s) found

18187 1 HTTP Server Type and Version Low Severity problem{s) found

43111 1 HTTP Methods Allowed (per directory) Low Severity problem{s) found

12853 1 Host Fully Qualified Domain Mame {FQDN) Resolution Low Severity problem(s) found

49784 1 External URLs Low Severity problem{s) found
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iz ltutor sqlmap

ok m = ummm To start your tutorial please type /join
#Tut-G3HB79

- This tutorial is automoted and there is no human to respond. Questions afte
presentation should be asked in #Tutorials. This presentation will last a few minutes.

. This tutorial is for educational purposes only. This information is not i
in any form of illegal actiwvity.

: SQLMAP For Dummies v1.9 - By Matrix -

- Required for use: Backtrack5 Rl.

- Start your Backtrack5 R1 (BT5) and start sqlmap, it can be found in
/pentest/database/sqlmap/.

- Now lets get started!

- First we need a webpage, this normally is done by hand or by using dorks in
find out if a page is wulnerable to an injection we do this:

: http://localhost.com/index.php?id=1337"

- Notice the ' here: A

- This should give you a pretty error and a good start!

: Lets open sqlmap!

- S50 the first you need to learn is options, or settings you have to apply in
base is:

- python sqlmap.py -u <websites

11
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SQLMAP For Dummies v2 - s mmm
[ mem@amail.com
Feel free to comment the doc and post questions.
= root@bt: /pentest/database/sqgimap-dev
File Edit View Terminal Help

pentest/database/sq

As you can see above we got the tables inside the database information_schema. Mothing to
interesting, but i guess we wanna see closer on the table "VIEW". Thus we select the database
(-D information_schema) and the table we wanna see (-T VIEWS). using -T we need to add a
option telling SQLMAFP we wanna dump it all to a text file, thus we use —dump.

and the result:

* rootipbt: /pentestidatabase/sqimap-dev

File Edit View Terminal Help

o8

NV

FN

12
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