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n APT (Advanced Persistent Threat) (@)
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n APT (Advanced Persistent Threat) (@)
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n APT (Advanced Persistent Threat) (@)

(¥ ] #515EBloomberg Businessweek (20085%4A1)

® An Evolving Crisis - BYZANTINE FOOTHOLD
BYZANTINE FOOTHOLD (3. 20065EtED SIaFE 7= R E BT K EE
HEEAREEMELEHERFDIL
2007. A new form of attack, using sophisticated technology, deluges
outfits from the State Dept. to Boeing. Military cyber security

specialists find the "resources of a nation-state behind it" and call
the type of attack an "advanced persistent threat." <<
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n APT (Advanced Persistent Threat) (@)
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APT (Advanced Persistent Threat) EFEIEh2BETLOZWERIL. £
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nAPT (Advanced Persistent Threat) ®E€F IVt (@)

[€5J)V] Exploitation Life Cycle

® MANDIANT TM-Trendsy L#F—b(20105%E18)

o [®H|]
MANDIANT defines the APT as a group of sophisticated, determined and
coordinated attackers that have been systematically compromising U.S.
government and commercial computer networks for years.

o [EFN]

Reconnaissance ({8 %)

Initial Intrusion into the network ({2 A)

Establish a Backdoor into the network (&Pl )

Obtain user Credentials (#EPRERS)

Install Various utilities (22 Ab—Jb)

Privilege escalation/Lateral Movement/Data Exfiltration (381T)
Maintain Persistence (;&{X)

NOO®dOdS
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nAPT (Advanced Persistent Threat) ®E€F IVt (@)

[€F )] Intrusion Kill Chain (Cyber Kill Chain)

® Lockheed Martin TlIntelligence-Driven Computer Network Defense
Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains
(ICIW2011) 1 LaR—b(20115E3A8)

o [EH]

"Advanced Persistent Threat” (APT), represents well-resourced and trained
adversaries that conduct multi-year intrusion campaigns targeting highly
sensitive economic, proprietary, or national security information.

o [EFN]

Reconnaissance ({8 )

Weaponization (X 2%1L)

Delivery (Bg%)

Exploitation (I{ZE)

Installation (> Ab—JV)

Command and Control (C2) (:=PFmiHl¢H)
Actions on Objectives (3E1T)

NOO®dOdS
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Cyber Kill Chain €7V e —
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Cyber Kill Chain
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® Kill Chain (F2T2EA)
KREZFEOERI 7T, 1 (Find) = BEE (Fix) > B (Targeting)
= Bk (Track) = 328 (Engage 7=l Employ) = #E (Access) DOER
PEMNSLDIYTII

® Cyber Kill Chain=Kill Chain®axt7beY1/\—KE(q A
Reconnaissance ({858)

Weaponization (E 251k

Delivery (&gsX)

Exploitation (H{E8)

Installation (> A=)

Command and Control (C2) (:EPFgiil#)

Actions on Objectives (3&1T)

NICICICI®ISIS)

(PReconnaissance ({8%8) . @Weaponization (E2&1t) . @Delivery (Bi:2%) .
@Exploitation/ Installation (& /> Ah—JV) . ®Command and Control (C2) (&Rl .
®Actions to achieve objectives (£1T) . @Maintenance (E{K{fiF) LTI3ETFNEH D,
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ZEME (773 Me) DOttt

Hitachi Incident
Response Team

DOD Information Operations (EEMLI5HRER) OBM

71—X % H B By KT BrE R
2717

"% WebB R | o 4—acL

Rt NIDS NIPS

Ak 1% | e |PTVAHER emgs)

K= HIDS INYF DEP
A2 A=) HIDS LIV AN R

o s Bt 2 2717 Tarpit DNS

ez i il £ NIDS | ey—pacL| NIPS GBIE) | YEALOR

;ﬁ AJs® QoS N=—Fvh

0 BrIICIZ. Destroy (fk1R) . Disrupt (fRBf) . Degrade ({&F) . Deny ($87) . Deceive (BRE) . Exploit (B E8) .
Influence (R2&) . Protect (P5:&) . Detect (#%#0) . Restore ([E1{€) . Respond (¥ hts) HdHh 5.
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Cyber Kill Chain ®F IV TO R #h

o VIHAERPBETHRINLSUICIRIAAN (AOXKDIEIL)
o INEFHAEFER (Observable) . HEIRHMES (Indicator) DiEH

<€ ah R
AE P K& > BX P KB 12 A== &R R1T

< ah 1R
AE | BBt > X > HWE 12 A=)V~ 1 Bl 1T

o INEE;EFE)#r (Campaign Analysis)
o IEENI/I\Z., {TH). TTP (Tactics, Techniques and Procedures: B
i, MK OFIR) Z2BASHMT S,
o HMEENEREZHSHICTS,
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CybOX (Cyber Observable eXpression)

o HAN—WEHAHFE
MITREA RO E LR IREEEDH TELEHDT. MandiantddOpenlOCH L
HRERFEAT. YAIN—KNEBEFDTORNERZCRTS7=DXMLIEHR
o B8
® 2009%9AH: CAPECORELR THs1hlm
201056 H: CAPEC. MAEC. CEEEMEiGt® 5T
20105 12R: A+¥—"Ver0.458h%. Mandiant OpenlOC&ME 5%
20115 5A: CEEEMEKE. CybOXU)—-RX
201251 A: CybOXAF—=Ver0.7J1)—R (MAEC Ver2.0LMES)
e 2012%4A: CybOXAF+—=2Ver1.0U)—2AR
o FAfHI
o EMEBEKEX-IDORE
o A yyO—kRY—1bURLOTREE L&
CAPEC (Common Attack Pattern Enumeration and Classification: @M &/ 42— —5)

MAEC (Malware Attribute Enumeration and Characterization: 2V 7z 7S # B 4—5)
CEE (Common Event Expression: @1~ hagilt)

1
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