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¢ Advanced Persistent Threat (APT):

UER) AW (T2t X, A 3 — Lk, YRR, XUIFERM L) WBFEEHAVWD Z Licky, BMEENR T oMa % E
HT D2 eNTES, BEREMMMREERRY VY —RA 2T H5HEEER, ZZ2TWI HEIX, — B, ERGIC, T
B FEA L ITEMOBERREICET 2B UILE. HDHWVITERICBWTIN D DR EZEELT 5720 OWEFIT4 %
BROE LT, ENE LIEHMROITA 7 FHIC, BREEMEEL, A LT 2 Z EnE T oD,

advanced persistent threati%. () BT 7=-> T, MOV K LEVIKLBRZERL XD & L, Gi) XK 2z C 50X HrE s
CT&fbL., (i) HOZERT HDITHE LR WG ROBEE VL2 T 2ME- 2 BEEE O,

S¢NIST SP800-39 [Managing Information Security Risk: Organization, Mission, and Information System View |
[Appendix B GLOSSAR Y] http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39—final.pdf
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B Nortel DFHFANEE
—  Wall Street Journal (2012528 14R)IZ&5E, Nortel # (20094 FEEE FHEZRAIR) AM10FELL EIZhT->T. Hiff
XEO MEFRBREE, BEHK. KEEDemalENXELXHFHRIN TV,

—  NortelftMCEOSH (FEMFEFIZKARERIAH) L. ZOFEEEZHH>TW =D, FXELMEMEDTTANDEIET. £
DEEFHFAHICARET,

(REEM o DIRE)

“Mr. Shields and a handful of the firm’s computer-security officers soon learned that hackers had

apparently obtained the passwords of seven top officials, including a previous CEO. The hackers had
been infiltrating Nortel’s network, from China-based Internet addresses, at least as early as 2000, Mr.

Shields and his colleagues determined.

Hackers had almost complete access to the company’s systems, Mr. Shields said, because the internal
structure of Nortel’s network posed few barriers. “Once you were on the inside of the network, it was

soft and gooey,” he said.

About six months later, Mr. Shields said, he saw signs that hackers were still in the system. Every
month or so, a few computers on the network were sending small bursts of data to one of the same
Internet addresses in Shanghai involved in the password-hacking episodes. Unexpected transmissions
like these—where one computer sends a quick “ping” to another—often suggests the presence of

spyware, security experts say.

“That’s the really deep covert presence,” said one person familiar with Nortel’s investigation. “There

is something on those computers that’s doing that, and finding it is very difficult.”
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